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Abstract. Growing traffic volumes and dynamic operating conditions complicate the 

management of modern communication networks. Machine Learning (ML)-based Network 

Digital Twins (NDTs) can support performance prediction and what-if analysis, with Graph 

Neural Networks (GNNs) capturing topology-dependent network behavior. Yet existing 

explainable AI (XAI) methods typically return attribution scores, feature rankings or graph 

structures that remain difficult to interpret operationally. We present XNDT, a research 

vision for operator-facing explainability in GNN-based NDTs. XNDT links model-level 

attribution evidence to the active network state and independent telemetry to produce 

traceable network-semantic explanations of predicted performance degradations. We 

instantiate this explanation chain in a controlled congestion scenario on a reconfigurable 

hardware testbed. The proof of concept traces predicted packet loss to the relevant traffic 

demands, their paths through a shared bottleneck and independent hardware evidence from 

interface throughput and queue-drop counters. The results provide initial feasibility 

evidence and motivate broader evaluation across network scenarios and explanation 

methods, including technical evaluation of operator-facing explanations. 
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1 Introduction 

The increasing traffic volume and operational complexity of modern communication networks 

create a growing need for accurate and explainable decision support. Network Digital Twins 

(NDTs) provide continuously updated representations of physical networks and support tasks 

such as state estimation, performance prediction and what-if analysis [1, 2]. Within Machine 

Learning (ML)-based NDTs, performance models based on Graph Neural Networks (GNNs) are 

particularly promising because they can represent topology-dependent interactions between 

traffic demands and the resources encountered along their forwarding paths. The RouteNet 

family, which comprises GNN-based models for predicting network performance, has 

demonstrated that such models can predict topology-dependent performance metrics from traffic 

matrices, which encode the offered rates of these demands, and from routing configurations [3–

6]. 

 Accurate predictions alone, however, are not sufficient for operational use. Before acting on 

a model prediction, network operators need to understand which aspects of the current network 

state influenced the result and whether the explanation is consistent with observable network 

behavior. Existing explainable AI (XAI) methods for GNNs identify prediction-relevant features 

or graph structures using a range of architecture-based and post-hoc techniques [7–12]. 

Networking-specific studies have further applied feature-attribution methods to learned NDTs 

and traffic-matrix-related tasks [13, 14].  



 However, the resulting explanations typically remain model-centric. Although these outputs 

indicate which model inputs or entities influenced a prediction, they do not by themselves 

provide an operator-facing network explanation. For example, an attribution associated with a 

model entity does not necessarily reveal which traffic demands traverse the corresponding 

network resource, why their forwarding paths converge there or whether the resource exhibits 

the expected queueing or congestion behavior. Model attribution and network-semantic 

interpretation must therefore be treated as distinct but connected tasks. Network-semantic 

interpretation additionally requires network-state information and supporting telemetry. 

 This paper presents XNDT, a research vision for operator-facing explainability in GNN-based 

NDTs. XNDT augments a RouteNet-compatible network-performance model with an 

explanation pipeline that links model-level attribution evidence to the active network state and 

supporting telemetry. Instead of presenting raw attribution scores as final explanations, XNDT 

aims to construct traceable explanation chains from a predicted performance degradation through 

the relevant forwarding dependencies and affected resources, with supporting evidence from 

telemetry. XNDT is designed as human-in-the-loop decision support, enabling operators to 

inspect the evidence underlying a model prediction rather than treating attribution as a final 

explanation. 

 To investigate the feasibility of this vision, we instantiate the central explanation chain in a 

controlled congestion scenario on an existing reconfigurable hardware testbed. Traffic demands 

are configured to converge on a selected capacity-constrained link under a known forwarding 

state. GNN predictions and model-level attribution evidence are then compared with the 

forwarding dependencies implied by the configured state and with independent hardware 

telemetry. The proof of concept is intended to provide initial feasibility evidence rather than a 

comprehensive validation beyond the controlled testbed setting. 

2 Background and Related Work 

2.1 GNN-Based Network Performance Modeling 

GNN-based performance models for NDTs can represent topology-dependent interactions 

between traffic demands and network resources to estimate network behavior under changing 

network conditions [1, 2, 15]. 

 The RouteNet family comprises GNN models that represent network performance through 

message passing across graph entities encoding traffic demands and their forwarding resources, 

including queues in some variants. RouteNet demonstrated that GNNs can predict end-to-end 

performance metrics from traffic matrices and routing configurations [3]. RouteNet-Erlang 

extended this approach to different queueing configurations, while RouteNet-Fermi improved 

generalization across network scenarios [4, 5]. RouteNet-Gauss further investigated the use of 

measurements obtained from physical networking hardware [6]. 

 These works primarily focus on network-performance prediction, whereas XNDT focuses on 

the network-semantic interpretation of individual predictions. 

2.2 Explainability for GNN-Based Network Performance Models 

Graph-XAI methods investigate which features, graph entities or structural relationships 

contribute to a GNN prediction [7, 12]. Architecture-based approaches, such as Graph Attention 

Networks, expose internal coefficients that may provide indications of which neighboring 

entities are emphasized during message passing [10]. However, these coefficients do not 

necessarily constitute complete operator-facing explanations. 



 Post-hoc methods analyze trained models without changing their architecture. Gradient-

based approaches estimate the relevance or sensitivity of a prediction with respect to graph 

entities or features [8, 16]. PGExplainer learns masks that identify prediction-relevant 

subgraphs [9], whereas CF-GNNExplainer generates counterfactual explanations by identifying 

graph changes that alter a prediction [11]. These methods differ in their assumptions and outputs, 

but commonly express explanations as attribution values, feature rankings, masks, subgraphs or 

counterfactual modifications. 

 Initial work has applied XAI techniques in networking contexts. Chowa et al. use surrogate-

based XAI methods to identify influential input features in a GNN-based NDT [13]. Zilli et al. 

investigate influential inputs for traffic-matrix inference [14]. Concept-based approaches 

provide a complementary perspective by expressing model behavior through domain-relevant 

concepts. Agua, for example, investigates concept-based explanations for learning-enabled 

systems [17]. 

 These approaches expose model-relevant inputs or concepts, but their outputs do not 

necessarily describe the state-dependent forwarding relationships of a concrete network. An 

attribution associated with a model entity does not by itself identify which traffic demands use 

the corresponding network resource, why their paths converge or whether the resource exhibits 

the expected congestion behavior. 

2.3 Research Gap and Positioning of XNDT 

XNDT addresses the gap between model-level attribution evidence and network-semantic 

interpretation. We use the term model-level attribution evidence for the output of a selected 

Graph-XAI method. A network-semantic interpretation additionally relates this evidence to 

identifiable network entities, traffic demands, active forwarding dependencies and telemetry. 

 To the best of our knowledge, existing work has not yet systematically combined these 

elements into a traceable explanation pipeline for GNN-based NDTs. XNDT is therefore not 

intended as a new general-purpose GNN explainer. Instead, it introduces a semantic layer 

between an attribution method and an operator-facing explanation. This layer transforms model-

level attribution evidence into traceable network-semantic evidence for an operator-facing 

explanation. 

3 The XNDT Vision and Architecture 

XNDT follows a modular architecture that connects network-state acquisition, performance 

prediction and network-semantic explanation (Fig. 1). A physical testbed provides controlled 

network states and independent telemetry for evaluating the prediction-to-explanation chain. 

3.1  System Overview 

Figure 1 summarizes XNDT as six functional components. The labels within components (2) 

and (3) indicate their proof-of-concept instantiation. (1) Network State Acquisition provides the 

traffic matrix, topology and forwarding state to (2) NDT Performance Model, a RouteNet-

compatible GNN that predicts metrics such as delay or packet loss [3–6]. The forwarding state 

captures the active forwarding information that determines the path each demand takes. The 

required network-state information can be obtained from different monitoring and control-plane 

sources, such as SNMP, streaming telemetry or SDN controller information, thereby avoiding 

dependence on a specific collection mechanism. The three purple components, (3) Model XAI, 

(4) XNDT Semantic Alignment and (5) XNDT Evidence Integration, constitute the XNDT 



explanation pipeline. The prediction from (2) is passed to (3), which produces model-level 

attribution evidence. Components (4) and (5) form the XNDT-specific semantic layer. 

Independent hardware telemetry from (1) bypasses the performance model and Model XAI and 

is incorporated only in (5) XNDT Evidence Integration. The resulting evidence supports the 

operator-facing explanation for the envisioned (6) Operator Dashboard. 

 

 
Fig.  1. XNDT architecture and its relation to the physical evaluation environment. The purple 

components (3)-(5) constitute the XNDT explanation pipeline, component (6) remains envisioned. 

3.2  XNDT Explanation Pipeline 

The explanation pipeline comprises three steps corresponding to components (3)-(5). First, (3) 

Model XAI identifies prediction-relevant features or entities. Second, (4) XNDT Semantic 

Alignment associates attributed model features or entities with identifiable network entities and 

reconstructs the relevant forwarding dependencies. Graph-XAI attribution methods identify 

features or graph structures that are relevant to a model prediction rather than establishing causal 

relationships in the underlying physical system [7, 8]. XNDT therefore does not treat model-

level attribution as causal proof. Third, (5) XNDT Evidence Integration cross-references the 

aligned evidence with independent network telemetry while preserving the provenance of each 

evidence item. 

 In the proof of concept, (4) XNDT Semantic Alignment maps the demands attributed by (3) 

Model XAI to their installed directed forwarding paths. Overlapping paths are then used to 

identify network resources shared by the attributed demands. For these resources, (5) XNDT 

Evidence Integration retrieves the corresponding independent hardware telemetry, such as 

interface throughput and queue-drop counters, and combines it with the attribution and 

forwarding evidence. The proof of concept evaluates this structured explanation evidence; 

operator-facing natural-language rendering remains outside the current scope. 

  

4 Physical Evaluation Environment 

The evaluation uses an existing high-fidelity hardware testbed with eight Juniper QFX5110-48S 

data-center switches interconnected as a physical full mesh by 10 Gb/s links. Four traffic-

generation servers use Cisco TRex [18] over 100 Gb/s links to generate reproducible source-

destination demands at configurable rates. Selectively enabling links realizes different logical 

topologies and forwarding configurations. In this work, high fidelity denotes physical switching 



hardware, controlled traffic at physical link rates and hardware-level interface and queue 

telemetry, rather than a complete reproduction of a production network. 

 The testbed supports Simple Network Management Protocol (SNMP), Junos streaming 

telemetry and Software-Defined Networking (SDN) control-plane information. In the proof of 

concept, traffic demands are taken directly from the TRex workload configuration, while the 

active forwarding state is derived from the SDN controller and installed switch rules. For 

experimental evaluation, the recorded network state and performance observations are combined 

with GNN predictions and model-level attribution evidence. Performance observations include 

interface and queue telemetry, including Random Early Detection (RED) drop counters, together 

with packet-loss measurements. The RED counters record queue-management packet drops and 

are collected through Junos streaming telemetry. 

 These measurements provide an empirical reference for assessing semantic agreement and 

capture device-specific queueing and buffering effects that may not be represented in the 

simulation-based datasets commonly used to develop RouteNet models [3–5]. 

5 Proof-of-Concept Evaluation 

5.1 Experimental Scenario and Implementation 

The proof of concept follows a controlled-intervention design using a logical dumbbell topology 

instantiated on the physical full-mesh testbed by selectively configuring the forwarding paths. 

Two forward demands, d1 and d2, share a 10 Gb/s bottleneck link (Switch A → Switch B). A 

third demand, d3, traverses the same physical connection in the reverse direction and serves as 

a reverse-direction control. Because the two directions use separate output queues, changes in 

d3 are not expected to affect forward-direction congestion. Figure 2 summarizes the resulting 

logical topology and traffic directions. 

 

 
Fig. 2. Logical dumbbell scenario used for the proof of concept. Forward demands d1 and d2 share a 10 

Gb/s bottleneck, while control demand d3 traverses the reverse direction. 

 

We use RouteNet-Fermi [5] for per-demand packet-loss prediction. Integrated Gradients (IG) 

[16] attributes predictions to offered demand loads. We use 512 trapezoidal intervals, a setting 

fixed on the validation data to satisfy the pre-specified 10-3 completeness tolerance for all 

validation explanations.  Hardware telemetry is excluded from model and attribution inputs and 

used only as independent evaluation evidence. 

 The 126 scenarios vary aggregate offered load from 20% to 140% of bottleneck capacity 

together with the d1/d2 load split and the d3 control rate, with three 60-s repetitions each (378 

runs). A scenario-level split gives 98/14/14 training, validation and test scenarios (294/42/42 

runs), keeping all repetitions together. Model and XAI configuration are fixed before evaluating 

the test split. Each run records TRex workload counters together with the corresponding 

forwarding state and hardware telemetry. 



 Predictive metrics are computed at the run-demand level. The test split therefore contains 

(42×3=126) run-demand observations, and the positive-loss subset is defined by strictly positive 

measured loss. Within each scenario, model inputs are identical across repetitions. Attribution is 

therefore evaluated once per test scenario using a deterministic representative run. For each of 

the 14 test scenarios, we explain the two forward prediction targets d1 and d2, resulting in 28 

scenario-target pairs. Each pair is evaluated using two IG reference states, zero traffic and a 

matched loss-free low-load state selected from the validation split, yielding 56 scenario-target-

reference explanations. Occlusion is evaluated for the same 56 combinations. 

5.2 Evaluation Criteria 

The evaluation addresses three questions: (i) Predictive fidelity: Does the GNN predict the 

induced performance degradation? (ii) Attribution quality: Does the explanation method identify 

the traffic demands associated with the bottleneck? (iii) Semantic agreement: Does XNDT relate 

this model evidence to the corresponding forwarding dependencies and measured network state? 

 These criteria are evaluated separately rather than collapsed into a single explanation score. 

Predictive fidelity is quantified by mean absolute error (MAE) and root mean squared error 

(RMSE), with positive-loss MAE additionally compared against an always-zero and a capacity-

based overload baseline. Attribution quality is assessed using d1 and d2 as the known forward-

demand set and d3 as the reverse-direction control. Robustness is assessed across zero-traffic 

and low-load IG reference states and independently checked using occlusion. Finally, semantic 

agreement is assessed by mapping attributed demands to the installed directed paths and cross-

referencing the resulting shared resource with independent interface throughput and RED drop 

counters. 

5.3 Results 

Regarding (i), predictive fidelity, RouteNet-Fermi predicts per-demand packet loss with a run-

level MAE of 0.0017 and an RMSE of 0.0050. For the strictly positive measured loss subset (32 

of 126 run-demand observations), the MAE is 0.0068, compared with 0.0184 for a capacity-

based overload heuristic and 0.1190 for an always-zero baseline. At or below the bottleneck 

capacity, measured and predicted forward loss remain negligible. For the five overloaded 

scenarios, the mean predicted forward-loss ratio is 0.1263 compared with a measured ratio of 

0.1269. 

 For (ii), attribution quality, IG identifies the two demands associated with the bottleneck. At 

or below the bottleneck capacity, absolute demand attribution is negligible. Averaged across the 

five congested test scenarios, both prediction targets, and both IG reference states, d1 accounts 

for 45.2% and d2 for 54.8% of relative attribution, while the reverse-direction control demand 

d3 receives no attribution. Across all 28 test scenario-target pairs, both IG reference states 

preserve the separation between the forward-demand set {d1, d2} and control demand d3. The 

corresponding occlusion checks identify the same relevant-demand set in all 56 scenario-target-

reference comparisons. 

 For (iii), semantic agreement, XNDT maps these demand-level attributions to the installed 

forwarding state. In all test scenarios, d1 and d2 converge on the shared directed 10 Gb/s 

bottleneck Switch A → Switch B, whereas d3 traverses the reverse direction. Independent 

hardware counters show a stable forward octet-counter throughput plateau and increasing RED 

drop counts under overload, while no RED drops are recorded below the capacity threshold or 

in the reverse direction. This physical evidence is consistent with the resource identified by the 

attribution-to-forwarding mapping. 



6 Limitations 

The proof of concept provides initial feasibility evidence for the proposed explanation pipeline 

but does not constitute a comprehensive validation of XNDT. The eight-switch testbed enables 

controlled and reproducible experiments but cannot reproduce the scale and operational diversity 

of production networks. The observed queueing, buffering and congestion behavior is also 

specific to the used hardware and software configuration and may not generalize across vendors 

or device generations. Accordingly, the measurements provide an empirical reference for the 

controlled testbed scenario but should not be interpreted as vendor-independent ground truth. 

 The experimental design also simplifies the explanation task. Traffic demands are specified 

by the Cisco TRex configuration, while the forwarding state is controlled and observed through 

SDN. Production environments may provide imperfect network-state information and may 

involve dynamic routing or multipath forwarding.  

 Finally, model-level attribution identifies features or entities relevant to a prediction but does 

not by itself establish causal relationships [7, 8]. Explanation quality remains dependent on the 

fidelity of the GNN prediction, the selected explanation method and the accuracy of the available 

network-state information. The operational usefulness of XNDT has not yet been assessed 

through systematic studies with network operators. XNDT should therefore be understood as 

human-in-the-loop decision support rather than an autonomous control mechanism.  

7 Future Work 

Future work will extend the initial proof of concept along three dimensions. First, we will 

evaluate the GNN and explanation pipeline across more diverse network scenarios, assessing 

predictive generalization, attribution stability and semantic agreement beyond the controlled 

single-bottleneck setting. 

 Second, different Graph-XAI paradigms will be compared with respect to their fidelity to the 

model prediction, robustness and practical suitability for network-semantic interpretation [9–11, 

17]. XNDT Semantic Alignment and XNDT Evidence Integration will be extended to 

accommodate different model entities and explainer outputs. 

 Third, operator-facing explanation representations will be technically evaluated with respect 

to traceability, interpretability and actionability. In later stages, XNDT may support explanation-

informed network adaptations through the SDN control plane, initially subject to operator review 

before any progression toward partially automated or closed-loop operation. 
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