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Abstract. Fraudulent behavior costs the German healthcare system an estimated 14 billion euros per year.
Reasons are, amongst others, criminal networks of nursing services, doctors and patients. To investigate such
cases, authorities often examine the e-mail communications of suspects. This still requires very high effort in
practice, as often all e-mail communication is actually read manually. This work proposes algorithms based on
graph metrics and change-point-detection to automatically identify changes in the communication structure of
e-mail accounts over time. This can speed up investigations, as it enables authorities to reduce the amount of
data to evaluate manually. The starting point for the proposed method is a dynamic graph modeling of e-mail
communication. Then graph metrics are calculated and the resulting time-series of graph metrics are analysed
using change-point detection methods. An evaluation of the methods on the infamous ENRON data set shows
the potential to support forensic investigations.

Keywords: fraud investigations; healthcare; e-mail forensic; dynamic graph metrics, density; average clusterin;
change-point-detection.

1 Introduction

Billing fraud and corruption in the health care sector causes estimated costs of about 14 billion euros per year for
the German social system [1]. In this context, corruption is often organized in network structures. Only recently,
a German newspaper reported three cases of large-scale billing fraud by networks of doctors, nursing services
and patients in the German cities of Munich and Augsburg. Each case resulted in damages between two and
three million Euros [2]. When working on such cases, investigating authorities need to analyze large amounts
of communications data in order to understand the structure of the network. They are interested in the actors
involved, need to reconstruct the hierarchy of the network, try to identify important events, and, most importantly,
gather legally tenable evidence.

In practice, mainly e-mail communication data is available to the investigators. In a typical fraud case there
can be as many as 400.000 e-mails, which need to be taken into account. From our experience, the evaluation is
often done manually, which means that a police officer is actually reading the e-mail content in order to determine
valuable information. The analysis includes the evaluation of text, the temporal classification of messages, and
the identification of groups, communities, and patterns in communication behavior. These activities require high
capacities and lead to long investigation times. In the publicly funded research project Kriminelle Netzwerke [3]
the authors work with German police authorities in order to develop tools and methods from mathematical graph
theory to support the investigations with algorithms for data evaluation.

In this paper we introduce an approach based on dynamic graph interpretation and change-point analysis as a
decision support system for investigators. It is based on the intuitive idea that suspicious elements of a criminal
case are reflected in the communication behavior of participants and thus in the dynamic graph model. Automated
identification of such changes can narrow down the time period and thus the amount of e-mails for investigators to
examine. This frees up investigators’ capacities. We propose to interpret the e-mail communication as a dynamic
graph. Based on this dynamic graph representation we select graph metrics for particular use-cases of the inves-
tigator and automatically detect change-points in the structure of the network. This helps to identify conspicuous
periods of time. We evaluate our approach on the famous ENRON e-mail corpus [4].

The paper is structured as follows. In Section 2 we give a summary of research on the application of graph-
theory in police investigations. Section 3 introduces our approach using graph metrics and change-point detection
(CPD). In a case study in Section 4 we validate the proposed approach on ENRON-data. We conclude in Section 5
with a summary and an outlook.

2 Related Work

In the context of e-mail forensics, (static) graph representations, as shown in Figure 1, have been used to analyze
communication structures in previous research. There is also previous research on temporal changes in e-mail
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Fig. 1: Exemplary illustration of a communication network as a graph

users’ communication behavior. In the following, we summarize the current state of research on those topics.
The e-mail mining toolkit developed by [5], [6], and [7] is a modular framework for analyzing e-mail accounts
through statistical analysis and graph representation of e-mail communications. [8], [9] and [10] present similar
frameworks. They add functionalities for the classification and clustering of e-mails based on their content. The
analysis of such graph models by computing graph metrics has been done in [11]. In [12] an application for dynamic
graph visualization of e-mail data is presented. Although a temporal distribution of e-mails is also visualized here,
a dynamic graph model is not used.

In general, dynamic graph models are rarely used and CPD is not applied in any of the previously cited re-
search. In contrast, in research on social network analysis, which we evaluate in the following, dynamic graph
representations and CPD are already used to identify conspicuous periods. This research concludes that structural
changes in the dynamic graph representation of a social network can be indicators of changes in the real network.
[13] model the e-mail communications of students and employees at a university and discuss the change in average
node degree, clustering coefficient, length of the shortest path, and size of the largest connected component. [14]
model the Bitcoin block-chain transactions as a graph and analyze the change of the graph over time on its ad-
jacency matrix through principal component analysis and eigenvalue decomposition. [15] model communication
through short messages from employees of a hedge fund as a dynamic graph and discuss the effects of internal
and external events, such as drops in stock prices, on the structure of the graph and employee communication.
It is concluded that negative events make communication more intense and the graph more densely connected.
All approaches have in common a modeling of the dynamic graph in terms of discrete, successive static graphs.
Studies show that real events are reflected in the structure of dynamic graph representations of social networks
and that these can be captured by analyzing the time course of graph metrics. CPD approaches can identify such
changes in an automated manner [16]. Advances in the fields of social network analysis and graph representation
learning are continually yielding new approaches for identifying changes in the structure of graphs. The following
are examples of some methods for CPD on graphs. [16] explore the identification of change points by analyzing the
distribution function of the node degree of a dynamic graph. Change points are identified by computing a distance
metric between the distributions of successive graphs. A hypothesis test is then used to determine the probability
that each graph is a change point. [17] propose CPD on generative graph models. In addition, there are approaches
to CPD on changes in the Laplacian spectrum of a dynamic graph [18] and an approach by clustering snapshots
[19].

A study by [20] compares the results of CPD algorithms on traditional graph metrics with complex met-
rics derived from generative graph models. The authors conclude that analysis of traditional graph metrics yields
only slightly worse results with significantly less complexity and computational power required. The most precise
change points can be identified by the number of active nodes and edges. In contrast, the density, the average
clustering coefficient and the average shortest path are robust to structural changes in a graph.

This literature review shows that graph-based methods for representing e-mail data are used in e-mail forensics.
However, such frameworks rarely use dynamic graph models. Even further, work in the area of social network
analysis shows that CPD approaches can be used to deduce real-world events from dynamic graph models. The
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goal of this work is to transfer such an approach to the field of e-mail forensics in order to support the work of
police investigations.

3 Method

To identify periods or points in time of particular interest for investigation, an approach using CPD on a time
series of a graph metric is designed. This approach requires the development of a model for representing the
communication structure of e-mail networks, with special consideration of the evolution of these networks over
time. Based on such a dynamic model, metrics and their changes over time are computed. These time-series then
serve as an input for CPD algorithms.

(1) Preparation of data

To model e-mail data as a dynamic, structural communication graph, e-mail metadata is required in a format similar
to Table 1. During preprocessing, e-mails with multiple recipients are split into multiple e-mails with one recipient.
The information to how many recipients the e-mail was sent is stored in the ’No. of receivers’ feature.

Table 1: Features used to describe e-mail communication.

Timestamp Sender Receiver No. of receivers
1997-07-10 student] @h-ka.de student2@h-ka.de 2
14:05:57

(2) Modelling a dynamic graph

To represent the network structure of e-mail data, it is modeled as an undirected, weighted graph. Nodes in the
graph correspond to e-mail addresses. An edge exists between two nodes if there is at least one e-mail exchange
between the e-mail addresses. The weight of an edge corresponds to the number of e-mails between the addresses.
We do not use directed graphs, which would also represent the sender / receiver structure. This is a possible
extension of our work.

To account for the number of recipients of an e-mail, an e-mail contributes with 1/7o0tal number of receivers
to the weight of an edge. To analyze the change over time, the graph is modeled dynamically. The dynamic is
represented using a series of static graphs. An element of the series, i. e. a single static graph, is referred to as a
snapshot in the following. The snapshots are build from the e-mail corpus such that the e-mails are divided into
temporally consecutive blocks of equal length. The blocks not necessarily need to be disjoint. Changes between
these snapshots represents changes in the communication structure over time. Note that we keep the set of nodes
the same across all snapshots. It includes all e-mail addresses in the data-set. Nodes with no edges in a snapshot
are called inactive.

The snapshot approach is chosen because it has been proven effective in the reviewed work on CPD on social
network graphs. The time period from the first to the last e-mail is discretized and modeled as a sorted set 7', where
for each ¢t € T the e-mails of the corresponding time period are aggregated. The length of the time interval At
covered by a snapshot is a hyper-parameter. Short time intervals allow for precise detection of changes, whereas
long-term structural changes and features may not be detected due to the smaller graphs that would result. One
way to circumvent this issue is to consider sliding snapshots. In this case, a snapshot is taken for each ¢, although
a snapshot still summarizes a period At. One possible modeling approach, illustrated in Figure 2, may be to
discretize the observation period to day-level and choose At = 7. Accordingly, one snapshot covers one week.
This approach has a smoothing effect on metrics over time that are analyzed on the graph. It remains to be noted
that each e-mail is contained in At snapshots.

(3) Calculation of graph metrics
The next step is to determine graph metrics on the snapshots. The metrics along with their meaning shown in
Table 2 are proposed.

The metric is calculated on each snapshot. These values form a time series that describes the change in the graph
structure over time. The choice of the metric determines which information about the communication structure is
represented.
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Fig. 2: Dynamic Graph Model

Table 2: Proposed graph metrics and interpretations for snapshot analysis.
Graph metric Interpretation
Density How closely connected are the accounts?
Average Clustering Coefficient|How strong is the clique formation in the graph?
Highest Centrality Account  |Which account is particularly central to the communication?

The density of a graph can be interpreted as the degree of interconnection of the nodes. In the case of a
communication graph, a structural change in density indicates a change in the communication behavior of the cor-
responding e-mail accounts. In the context of a police investigation, it is assumed that such a change is suspicious
and e-mails in the corresponding period should be examined more closely.

The average clustering coefficient of a graph describes how strongly nodes tend to form cliques. A clique is
a set of nodes, all of which are interconnected. Studies such as [15] show that individuals tend to communicate
particularly intensely within their close network in response to unusual externalities. It is assumed that changes in
clique formation behavior may reveal such externalities to investigators.

Centrality metrics can be used to evaluate the importance of a node within a graph. The Highest Centrality
Account is the node, which takes the maximum centrality. In a communication graph, the centrality of a node can
provide information about how important a certain actor is within the graph. For example, one possible interpre-
tation of an important actor may be that it controls or significantly influences the flow of information in a group.
Accordingly, a change of the node with the highest centrality can be an indicator for structural changes within a
dynamic communication graph. For example, in the context of police investigations of criminal networks, such a
change may indicate a shift in the hierarchy of the network. Since there are different ways to evaluate the cen-
trality of nodes, various metrics can be tested using this approach. Exemplary metrics are degree centrality and
betweenness centrality.

At this stage, even a simple visualizing of the time series can already identify time points and periods of particu-
lar interest, for example times of particularly low or intensive communication, or periodicity in the communication.
However, we propose an approach to automatically detect structural changes in the following step.

(4) Identification of anomalies

For the automated identification of structural changes in the time-series of a graph metric we propose change-point-
detection (CPD). CPD algorithms divide a time series in sub-segments that are as homogeneous as possible. The
boundaries between these segments are called change points. After determining these change points, investigators
can examine the e-mail communication around the corresponding time in order to detect interesting events.

To design a CPD, we follow the approach of [21]. According to this approach, a CPD consists of a search
strategy, a cost function and, if known, the number of change points to be determined. If the number of change
points is known, this approach uses the algorithm of [22] based on dynamic programming. As a search strategy
when the number of change points is unknown, [21] proposes the Pruned Exact Linear Time (PELT) algorithm of
[23]. In this case, a linear penalty function py,eqr-(k) = B)k| is used to limit the number of change points k. The
penalty coefficient 3 is calculated depending on the cost function. The cost function is part of a CPD algorithm and
chosen depending on the change to be detected. Typical cost functions are change-in-mean or change-in-variance
(and others). We suggest change-in-mean for our application, so we use the cost function in Equation 1.

b

u(Was) = D 19 = Faol3 (M

t=a+1

Hereby, y,., are sub-segments of variable length of the time-series under investigation y = {yt}tT: 1-
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Fig. 3: Change points of the density of the dynamic graph of Enron e-mail communication. The identified change
points are located at the transition of the colors.

4 Case Study

We test our method on the famous Enron e-mail data set [4]. As part of the data cleaning process, e-mails sent
to multiple recipients are transformed into multiple e-mails, each with a single recipient. After cleaning, the data
set consists of 1,115,923 e-mails during the period from December 1999 to July 2002. A period of seven days
per snapshot is chosen to model the dynamic graph. On the dynamic graph model, the previously mentioned graph
metrics are calculated for each snapshot. Then, the resulting time series are segmented by the described approach to
CPD using the ruptures library in Python 3 of [21]. The segment boundaries are interpreted as change points.
The automatically determined change points are compared with real events from the environment of the Enron

Table 3: Real events from the environment of the Enron Group.
Date (dd.mm.yyyy) Event

01.07.2000 Cooperation with Blockbuster

01.12.2000 Announcement of Jeffrey Skilling taking over as CEO
17.01.2001 Start of the electricity crisis in California

17.04.2001 Asshole call

14.08.2001 Skilling resigns / Kenneth Lay takes over as CEO
16.10.2001 Publication of high losses in the last quarter

22.-31.10.2001 First investigations against Enron become public
20.-26.11.2001 Drastic drop in Enron share price

09.01.2002 Announcement of investigations into accounting fraud
23.01.2002 Kenneth Lay resigns as CEO

Group in the period under investigation showed in Table 3. These events are taken from chronicles of the Enron
scandal from an article in a German business magazine [24] and a website of the UMKC School of Law [25].

In the following we discuss the analysis of the density and average clustering coefficient for the ENRON
dataset. We use the PELT algorithm and chose a penalty coefficient 3 = max(y;)?, where 3, describes the time
series of the density. In an intuitive sense, this penalty coefficient means that an additional change point will
penalize the value of the cost function as much as the highest value of the time series.

In our figures, which we introduce in the following, we use two different grey-scale colors to mark the identified
segments. The identified change points are consequently located at the transition of the colors. The real events cited
in the table above are market by dotted vertical lines.

Density

Figure 3a shows the automatically identified change points on the time series of the density by the PELT algorithm.
Six change points are identified by the PELT algorithm. Since the algorithm divides the time series into sub-
segments that are as homogeneous as possible, the change points do not necessarily correspond to points in time
that are particularly conspicuous visually. The plot shows that one real event in April 2001 corresponds exactly to
one change point. Three other change points are close to other real events that are in the period of increased density
at the end of 2001. The remaining real events cannot be predicted by this approach. Due to the unknown number

of change points, obviously not each change point can be assigned to each real event.

102



0.00014 ! vl : : — 0.00014

0.00012 0.00012

S 0.00010

ient

0.00010

oeffic

0.00008 S 0.00008

0.00006 & 0.00006

lustering c

© 0.00004

clustering coefficient

0.00004

g

avg.

av

0.00002 © 0.00002

\
' 1 0.00000

1999-12 2000-03 2000-07 2000-11 2001-03 2001-07 2001-11 2002-03 1999-12  2000-03 2000-07 2000-11 2001-03 2001-07 2001-11 2002-03
lime Time

0.00000

(a) Unknown no. of change points (b) Known no. of change points

Fig.4: Change points of the average clustering coefficient of the dynamic graph of Enron e-mail communication.
The identified change points are located at the transition of the colors.
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Fig.5: Curve of the density of the dynamic graph of the Enron data set with real events and periods of investigation
of 5, 10 and 20 days before and after ten change points

We also fix the number of change points and use [22]. It shall be tested how close the proposed method does
predict real events. Therefore, according to the number of real events, the number of change points searched is
set to ten'. The change points determined in this way are visualized in Figure 3b. As with the testing of the first
approach, it is observed from Figure 3b that some change points are close to real events. In addition to the change
points identified by the PELT algorithm, change points in late 2000 and late 2001 can be identified that are close
to real events. Some other real events can again not be predicted (however, these events may not even be contained
in the communication structure).

Average Clustering Coefficient

The analysis of the time series of the average clustering coefficient yields a similar result. By the PELT algorithm,
illustrated in Figure 4a, six change points are identified. Three of them are very close to real events at the end of
2001. By specifying a searched number of change points, shown in Figure 4b, a total of five real events can be
identified with sufficient precision. Also in this case, two further events in July 2001 and January 2002 are located
near change points.

Recommendation for investigators

When applying the method presented here as part of an investigation, it is recommended that e-mails from periods
before and after each change point are examined in detail, as these periods contain possible interesting content for
investigations. This is why an exact determination of the real event is not mandatory. However, when narrowing
down the time period for a detailed investigation of e-mails around a change point, it is necessary to balance
between the least possible effort for the investigator and the thoroughness of the investigation.

Figure 5 visualizes the curve of the density of the dynamic graph. As in the previous plots, the real events are
marked by dotted lines. In addition, in this representation, the ten determined change points are color-coded by their
periods of investigation of lengths 5, 10 and 20 days. Some change points are close enough to each other that their
observation periods may even overlap. Especially in the period from August to December 2001, some time periods
already overlap for a threshold of 10 days before and after each change point, while this can be observed for 20 days
in several cases. Because of these overlaps, there is no need to examine e-mail communications of, say, 20 days

! To identify ten change points, the time series must be divided into eleven segments as the end of the last segment is not
considered a change point
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before and after each change point. In this example, if we compare the proportion of days in the total time horizon
and the share of e-mails that must be examined by the corresponding observation periods, the proportions are as
shown in Table 4. This shows that in the example, 30 % of the real events are already covered from an examination

Table 4: Proportion of time periods and e-mails to be investigated in the total observation horizon as a percentage
of the observation period per change point

Period under investigation|share time period share e-mails Precision
+/- 5 Days 12 % 20 % 30%
+/- 10 Days 21% 37 % 40 %
+/- 20 Days 38% 59 % 60 %

of only 12 % of the entire time horizon. These may be periods of particularly intensive communication, during
which an above-average number of e-mails must be examined. Still, however, for 30 % of real events only 20 %
of e-mails must be examined. This speeds up the investigation and can lead to more evidence being seized more
quickly. These can speed up the entire investigation process.

The decisive added value of this approach for investigators thus lies in the identification of change points that
mark important structural shifts in a communication network. By prioritizing the investigation of e-mails around
the corresponding points in time, scarce capacities can thus be used efficiently.

5 Conclusion

We propose an algorithm for automatic detection of important events in criminal cases using only e-mail metadata.
The method is based on a graph representation of the data and an automated detection of change points on time-
series of graph metrics. Using the Enron data set, the case study shows that structural anomalies in a dynamic graph
are indicative of real events. If an investigator is provided with the identified change points during the exploration
of an e-mail data set, she can examine the e-mail communication around the identified time periods in detail. This
decisively narrows down the volume of e-mails to be examined and capacities are freed up. Since the method
developed here is only tested on a single data set as part of the case study, no general statement can be made about
the potential of this method in police investigations. This requires testing by police investigators and testing on
additional e-mail data sets. It should also be examined how the method behaves on larger or smaller data sets.
In addition, the comparison of subjectively selected, real events and automatically determined change points does
not represent a reliable form of evaluation that allows a statement about the applicability of this method for the
unsupervised exploration of e-mail data.

Regardless of the automatically determined change points, insights such as time periods of special interest for
further investigations can also be drawn from the visualization of the time-series of graph metrics. For this purpose,
the investigation of further graph metrics can be part of future research, in particular graph metrics on node level.
Also different cost function in the CPD can be considered. Due to the unsupervised nature of the problem it may
be useful to implement an ensemble of parameter variations in practical application.
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